HITECH Sticks
Patient’s Privacy is HigH Priority
By Lynne Kottman, CHBME, CCP

T

he American
Recovery and

Reinvestment Act of 2009 (ARRA)
found in Title XIII, created the Health Information
Technology for Economic and Clinical Health Act or the
HITECH Act. Much of the discussion of the HITECH Act in
the medical community focuses on the carrot of potential
payments to providers for adopting electronic medical
records. As billing agents for medical providers, we need
to also direct our attention to some of the stick portions
of HITECH, specifically the Security Requirements and
the Breach reporting requirements, which is the focus of
this article. While most requirements of HITECH went into
effect on February 17, 2010, Breach Reporting requirements went into effect on September 23, 2009.

institute of standards and technology (nist), special Publication 800-111. the government considers information to be
secured when it is encrypted, using the proper governmental
protocols, or effectively destroyed. Destruction for paper records
means at a minimum destroying them with a cross-cut paper
shredder. if all of your information is encrypted to government
standards when in motion, at rest, or in storage, you have
earned a free pass on reporting breaches.
some examples of a breach might include:
• PHi is disclosed pursuant to an attorney subpoena
without obtaining necessary authorizations;
• incorrect guarantor information is transmitted from a
facility and a statement is subsequently sent to an
incorrect address; and
• Unencrypted PHi is sent over the internet, intercepted,
and used for illegal purposes.

If all of your information is encrypted to government standards
when in motion, at rest, or in storage,
you have earned a free pass on reporting breaches.
Breaches are defined as the unauthorized acquisition,
access, use, or disclosure of unsecured Health information via electronic, paper or verbal means which compromises the
privacy/security of such information, except where an unauthorized person to whom such information is disclosed would
not reasonably have been able to retain such information. as
you can see from this definition, information security that
once only applied to electronic patient health information (PHi)
now includes paper and verbal versions of patient information.
Unsecured is defined as “not protected by technologies and
methodologies that render PHi unusable, unreadable, or indecipherable to unauthorized individual using technology specified by the Health and Human services (HHs) secretary.” the
standard set for appropriate encryption of data in motion is
Federal information Processing standard (FiPs) 140-2. For
data at rest, the encryption must be consistent with national
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it is important from a compliance perspective that you
establish a policy for how to handle breaches when they occur.
the following is an example of a Breach Policy:
company will identify, mitigate, investigate, evaluate and,
when determined appropriate, report breaches of protected
health information to the affected individual(s) and to the
secretary of Health and Human services (HHs) following
the requirements of HHs rules and regulations as outlined
in the Federal register/vol. 74, no.162.
some of the common ways breaches are identified include:
• Providers or business associates being contacted by
an outside source, or contacted by a patient, or related
party, or identification by an employee; and
• Problems become apparent with system transmissions
or mail or attempts at intrusion in the computer system.

COMPLIANCE issUes

to date the largest volume of breaches have occurred from
lost or stolen laptops or other electronic devices. When
potential breaches are identified one of the essential first
steps includes attempting to mitigate the breach. it is important
to immediately stop any processes that would allow breaches
to continue. Mitigation can include making attempts to retrieve
information prior to disclosure and if not retrieved to request
information be appropriately destroyed or returned. it is also
important to identify when information would not have
reasonably been retained.
once a breach has been identified, mitigated, and investigated, it is important to determine if the breach has to be
reported. First, the breach must be reported to the covered
entity since the covered entity is required to report every
breach to the secretary of HHs. the covered entity can assign
some of these responsibilities to a Business associate in a
Business associate agreement.
the following are allowable exceptions to the reporting
requirements:
• Unauthorized persons to whom such information if
disclosed, would not reasonably have been able to
retain such information;

• Unintentional access or use by an employee of a covered
entity (ce) or a business associate (Ba);
• inadvertent disclosure within a facility operated by a
ce or Ba;
• encrypted electronic PHi; and
• inadvertent disclosure to any other entity covered by a
Ba agreement, such as an insurance company.
the Breach risk assessment Process requires asking a number
of pertinent questions to help determine if the breach reaches
the level of “posses a significant risk of financial, reputational or
other harm to the individual.” an example of a simple work sheet
that can be used to follow the required steps in determining if a
breach is reportable can be found on page 27. it is important
that any analysis be documented and kept on file to document
the process followed in making any determination.
When a reportable breach occurs it is required that the
covered entity (or agent, if responsibility was assigned in a
B.a.) notify the individual, or next of kin if deceased, and do
this in writing by U.s. first-class mail or by email (with prior
patient agreement) without any delay. notice must be provided
within 60 days of discovery of the breach. Discovery is established when the party knew, was (continued on next page)
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(HITECH Sticks continued)

notified or should have known.
•
•
•
•

a notice must contain all of the following elements:
Brief description of what happened/occurred;
information that was disclosed;
Protective steps the patient/individual must now take
him/herself;
• actions being taken to investigate and mitigate the
problem, as well as prevent any future recurrence of the
same thing happening; and
• contact procedures like a toll-free telephone number,
email address website, or postal address.
Breaches that involve fewer than 500 individuals in any
given state require that the covered entity keep a log of all
reported breaches and log on and report at the year’s end
using the reporting form on the DHHs website.
Breaches involving 500 plus individuals must be reported
immediately to the secretary of DHHs and reported to individuals in accordance with the instructions provided on the
DHHs website.
For breaches involving more than 500 residents in a single
state in addition to reporting to the patient, and the secretary,
the breach must be reported to prominent media outlets.
if less than 10 notices do not have a good address, they
can be conveyed via phone contact or email. if more than 10
have no good address, information must be posted prominently on the home page of the covered entity’s website and
must remain there for 60 days.
HitecH now obligates business associates to comply with
the Health insurance Portability and accountability act of 1996,
Public law 104-191 (HiPaa) security rule’s administrative,
physical and technical safeguards and business associates are
required to notify covered entities of breaches of unsecured
PHi. in addition, civil and criminal penalties for violations now
apply directly to business associates. these penalties have
been significantly increased and are as follows:
Violations and Penalties
Tier I
if the organization in violation couldn’t reasonably have
known then the penalty will typically be $100 to $25,000
maximum fine per year.
Tier II
if the organization in violation had reasonable cause but
not willful neglect then the penalty will typically be
$1000 to $100,000 maximum fine per year.
Tier III
if the organization in violation is guilty of willful neglect
but corrects the violation within 30 days, then
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the penalty will typically be $10,000 to $250,000
maximum fine per year.
Tier IV
if the organization in violation is guilty of willful neglect
and does not correct the violation within 30 days, then
the penalty will typically be $50,000 to $1.5 million.
there is no maximum fine per year in this case. criminal
action is possible.
states’ attorney generals can now bring suits under HitecH.
HitecH also establishes an almost qui-tam-like methodology
in that while there is still no private right of action under HitecH,
a person harmed by a disclosure of health information may
recover a portion of civil monetary penalties. once this information is publicized, it could stimulate increased breach reporting
by patients. HitecH also clarifies that criminal penalties apply
to individuals in violation if the violation was willful and knowing.
another provision of the HitecH that is highly problematic to both
covered entities and their billers is the requirement that if a patient
has paid the bill out of pocket, they can request that information not
be shared with their insurance company. Unlike previous requests
under HiPaa, the provider can no longer select whether to honor these
requests. this could also pose additional problems if, for example,
this request was made by a Medicare patient, where the government
requires the provider files a claim on behalf of the patient. there are
also multiple areas where communication problems could occur that
make this a dangerous proposition for billers.
With the increased responsibility involved in maintaining the
privacy and security of PHi, and the potential penalties that come
from breaches, companies will be required to improve their
HiPaa/HitecH policies and procedures and heighten vigilance
to avoid creating breaches. consequences of breaches that
require reporting could impact client trust, cost large sums of
money, and incur loss of client business. additional information
about the breach reporting can be located in the Federal
register/vol. 74, no.162. For additional information go the to
the ocr website www.hhs.gov/ocr/privacy/hipaa/under
standing/coveredentities/guidance_breachnotice.html ■
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